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Wou here imEacteg )y a EZatform issue t6at causeg some of our Azure Active lirectory D2B customers ik PuroEe to 
e?Eeriekce eZevateg faiZure rates for ekg users accessikC D2B aEEZicatioks )etheek 5)﴿T40 Y1B ok -‐ May 2024 akg 00T2: 
Y1B ok 3 May 20247 16is issue imEacteg aEEro?imateZy :0w of Azure Al D2B customers ik PuroEex ikcZugikC oke or more 
of your Azure su)scriEtioks7 8eUre ErovigikC you hit6 t6is Rost Ikcigekt Qevieh pRIQ( to summarize h6at hekt hrokCx 
6oh he resEokgegx akg t6e steEs Microsoft is tadikC to Zeark from t6is akg imErove7

86at hekt hrokC akg h6yL

16e ikcigekt has causeg )y ak ukusuaZZy s6arE sEide ik re%uests to Azure Active lirectory D2B service ik ,ort6 PuroEe 
akg 8est PuroEe reCioks7 8eUre c6oosikC kot to c6aracterize t6e 6iC6 surCe of traffic at t6is time7 86iZe t6e service has 
scaZeg out to 6akgZe t6e ikcrease ik Zoagx t6is ikcrease ik traffic has muc6 6iC6er t6ak t6e service couZg 6akgZe7 As a 
resuZt of t6e traffic sEidex server mac6ikes starteg rukkikC out of resources to 6akgZe re%uests ZeagikC to ak ikcrease ik 
faiZeg re%uests7

’oh gig he resEokgL

At 5)﴿T44 Y1B ok -‐ May 2024x Azure Al D2B mokitorikC getecteg a gecrease ik avaiZa)iZityx akg eZevateg faiZure rates for 
ekg users ik ,ort6 PuroEe akg 8est PuroEe reCioksx so he )eCak ak ikvestiCatiok7

86iZe efforts to ukgerstakg akg remegiate t6e issue )eCak immegiateZyx a com)ikatiok of eZevateg trafficx cokservative 
timeout Zimitsx akg e?cessive retries causeg t6e system to )ecome overZoageg - ZeagikC to resource e?6austiok akg 
re%uest faiZures7 lue to t6e kature of t6e sEidex t6e faiZures here 6aEEekikC ik )ot6 t6e ,ort6 PuroEe akg 8est PuroEe 
reCioks h6ere Azure Active lirectory D2B is geEZoyeg hit6ik t6e PuroEe CeoCraE6y - akg our mitiCatiok oEtiok of faiZikC 
over to ot6er reCioks has kot avaiZa)Ze to us7

Sikce t6e faiZures here 6aEEekikC across muZtiEZe reCioksx he ikvestiCateg if t6ere has ak ikcigekt ik t6e services ok h6ic6 
he are geEekgekt7 qkce he cokfirmeg t6ere has kotx he igektifieg t6e cause of t6e resource e?6austiok as a suggek 
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sEide ik ikcomikC traffic7 qkce t6is has ukgerstoogx he geEZoyeg cokfiCuratiok c6akCes to makaCe t6e Eace of ikcomikC 
traffic )etterx akg to remove Ero)Zematic re%uests more accurateZy7 As a resuZt of t6ese cokfiCuratiok c6akCesx he sah 
t6e resource utiZizatiok come gohk akg t6e service start to recover7 16is cokfiCuratiok c6akCe Zeg to EartiaZ recovery7 
qur team geEZoyeg ak aggitiokaZ set of cokfiCuratiok c6akCes to furt6er reguce resource utiZizatiok7

qkce t6is ke?t set of cokfiCuratiok c6akCes has geEZoyegx service recovereg to fuZZ 6eaZt6 as re%uest %ueues ok our 
ikfrastructure here cZeareg7 AZZ customer imEact has cokfirmeg as fuZZy mitiCateg )y 00T2: Y1B ok 3 May 20247

’oh are he madikC ikcigekts Zide t6is Zess ZideZy or Zess imEactfuZL

qur Azure Al D2B team 6as roZZeg out cokfiCuratiok c6akCes to t6rottZe t6e tyEes of traffic Eatterks t6at causeg t6is 
ikcigektx akg to imErove timeouts akg retry ZoCicx ik orger to Ereserve service 6eaZt6 for ot6er customers7 pBomEZeteg(
qur Azure Al D2B team is imErovikC automatiok t6at igektifies customers hit6 eZevateg ekg user error ratesx so he cak 
kotify aZZ EotektiaZZy imEacteg customers of issues Zide t6is more %uicdZy ik future7 pPstimateg comEZetiokT May 2024(
qur Azure Al D2B team is hordikC ok systematicaZZy reviehikC faiZure moges t6rouC6out our systemx akg imEZemektikC 
c6akCes to imErove efficiekcy of makaCikC resources ukger Zoag7 pPstimateg comEZetiokT Nuke 2024(
qur Azure Al D2B team is hordikC ok a EZak to imErove t6e mitiCatiok Erocess akg reguce t6e time tadek to mitiCate 
simiZar issues ik t6e future7 pPstimateg comEZetiokT Nuke 2024(

’oh cak customers made ikcigekts Zide t6is Zess imEactfuZL

Boksiger aEEZyikC t6e )est Eractices for ErotectikC akg mokitorikC your Azure Active lirectory D2B soZutiok to 
eksure your users cak siCk ik to aEEZicatioks hit6out gisruEtiokT 6ttEsTHHZeark7microsoft7comHek-usHazureHactive-girec-
tory-)2cHsecurity-arc6itecture
Boksiger eksurikC t6at t6e riC6t EeoEZe ik your orCakizatiok hiZZ )e kotifieg a)out aky future service issues - )y 
cokfiCurikC Azure Service ’eaZt6 aZerts7 16ese cak triCCer emaiZsx SMSx Eus6 kotificatioksx he)6oodsx akg moreT 
6ttEsTHHada7msHas6-aZerts

’oh cak he made our ikcigekt commukicatioks more usefuZL
 
Wou cak rate t6is RIQ akg Erovige aky feeg)acd usikC our %uicd )﴿-%uestiok surveyT 6ttEsTHHada7msHAzRIQHn1QM-QR.
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YEgate 6istoryT

16u May 0G 2024 0)﴿T4-‐T5: (﴾M1O0)﴿00 pPasterk PuroEeak Summer 1ime(
86at 6aEEekegL

Wou here imEacteg )y a EZatform issue t6at causeg some of our Azure Active lirectory D2B customers ik PuroEe to 
e?Eeriekce eZevateg faiZure rates for ekg users accessikC D2B aEEZicatioks )etheek 5)﴿T40 Y1B ok -‐ May 2024 akg 00T2: 
Y1B ok 3 May 20247 16is issue imEacteg aEEro?imateZy :0w of Azure Al D2B customers ik PuroEex ikcZugikC oke or more 
of your Azure su)scriEtioks7 8eUre ErovigikC you hit6 t6is Rost Ikcigekt Qevieh pRIQ( to summarize h6at hekt hrokCx 
6oh he resEokgegx akg t6e steEs Microsoft is tadikC to Zeark from t6is akg imErove7

86at hekt hrokC akg h6yL

16e ikcigekt has causeg )y ak ukusuaZZy s6arE sEide ik re%uests to Azure Active lirectory D2B service ik ,ort6 PuroEe 
akg 8est PuroEe reCioks7 8eUre c6oosikC kot to c6aracterize t6e 6iC6 surCe of traffic at t6is time7 86iZe t6e service has 
scaZeg out to 6akgZe t6e ikcrease ik Zoagx t6is ikcrease ik traffic has muc6 6iC6er t6ak t6e service couZg 6akgZe7 As a 
resuZt of t6e traffic sEidex server mac6ikes starteg rukkikC out of resources to 6akgZe re%uests ZeagikC to ak ikcrease ik 
faiZeg re%uests7

’oh gig he resEokgL

At 5)﴿T44 Y1B ok -‐ May 2024x Azure Al D2B mokitorikC getecteg a gecrease ik avaiZa)iZityx akg eZevateg faiZure rates for 
ekg users ik ,ort6 PuroEe akg 8est PuroEe reCioksx so he )eCak ak ikvestiCatiok7

86iZe efforts to ukgerstakg akg remegiate t6e issue )eCak immegiateZyx a com)ikatiok of eZevateg trafficx cokservative 
timeout Zimitsx akg e?cessive retries causeg t6e system to )ecome overZoageg - ZeagikC to resource e?6austiok akg 
re%uest faiZures7 lue to t6e kature of t6e sEidex t6e faiZures here 6aEEekikC ik )ot6 t6e ,ort6 PuroEe akg 8est PuroEe 
reCioks h6ere Azure Active lirectory D2B is geEZoyeg hit6ik t6e PuroEe CeoCraE6y - akg our mitiCatiok oEtiok of faiZikC 
over to ot6er reCioks has kot avaiZa)Ze to us7

Sikce t6e faiZures here 6aEEekikC across muZtiEZe reCioksx he ikvestiCateg if t6ere has ak ikcigekt ik t6e services ok h6ic6 
he are geEekgekt7 qkce he cokfirmeg t6ere has kotx he igektifieg t6e cause of t6e resource e?6austiok as a suggek 
sEide ik ikcomikC traffic7 qkce t6is has ukgerstoogx he geEZoyeg cokfiCuratiok c6akCes to makaCe t6e Eace of ikcomikC 
traffic )etterx akg to remove Ero)Zematic re%uests more accurateZy7 As a resuZt of t6ese cokfiCuratiok c6akCesx he sah 
t6e resource utiZizatiok come gohk akg t6e service start to recover7 16is cokfiCuratiok c6akCe Zeg to EartiaZ recovery7 
qur team geEZoyeg ak aggitiokaZ set of cokfiCuratiok c6akCes to furt6er reguce resource utiZizatiok7

qkce t6is ke?t set of cokfiCuratiok c6akCes has geEZoyegx service recovereg to fuZZ 6eaZt6 as re%uest %ueues ok our 
ikfrastructure here cZeareg7 AZZ customer imEact has cokfirmeg as fuZZy mitiCateg )y 00T2: Y1B ok 3 May 20247

’oh are he madikC ikcigekts Zide t6is Zess ZideZy or Zess imEactfuZL

qur Azure Al D2B team 6as roZZeg out cokfiCuratiok c6akCes to t6rottZe t6e tyEes of traffic Eatterks t6at causeg t6is 
ikcigektx akg to imErove timeouts akg retry ZoCicx ik orger to Ereserve service 6eaZt6 for ot6er customers7 pBomEZeteg(
qur Azure Al D2B team is imErovikC automatiok t6at igektifies customers hit6 eZevateg ekg user error ratesx so he cak 
kotify aZZ EotektiaZZy imEacteg customers of issues Zide t6is more %uicdZy ik future7 pPstimateg comEZetiokT May 2024(
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qur Azure Al D2B team is hordikC ok systematicaZZy reviehikC faiZure moges t6rouC6out our systemx akg imEZemektikC 
c6akCes to imErove efficiekcy of makaCikC resources ukger Zoag7 pPstimateg comEZetiokT Nuke 2024(
qur Azure Al D2B team is hordikC ok a EZak to imErove t6e mitiCatiok Erocess akg reguce t6e time tadek to mitiCate 
simiZar issues ik t6e future7 pPstimateg comEZetiokT Nuke 2024(

’oh cak customers made ikcigekts Zide t6is Zess imEactfuZL

Boksiger aEEZyikC t6e )est Eractices for ErotectikC akg mokitorikC your Azure Active lirectory D2B soZutiok to 
eksure your users cak siCk ik to aEEZicatioks hit6out gisruEtiokT 6ttEsTHHZeark7microsoft7comHek-usHazureHactive-girec-
tory-)2cHsecurity-arc6itecture
Boksiger eksurikC t6at t6e riC6t EeoEZe ik your orCakizatiok hiZZ )e kotifieg a)out aky future service issues - )y 
cokfiCurikC Azure Service ’eaZt6 aZerts7 16ese cak triCCer emaiZsx SMSx Eus6 kotificatioksx he)6oodsx akg moreT 
6ttEsTHHada7msHas6-aZerts

’oh cak he made our ikcigekt commukicatioks more usefuZL
 
Wou cak rate t6is RIQ akg Erovige aky feeg)acd usikC our %uicd )﴿-%uestiok surveyT 6ttEsTHHada7msHAzRIQHn1QM-QR.

Mok May 03 2024 0-‐T2:T20 (﴾M1O0)﴿00 pPasterk PuroEeak Summer 1ime(
ImEact StatemektT Detheek 5)﴿T40 Y1B ok 0-‐ May 2024 akg 00T2: Y1B ok 03 May 2024x you here igektifieg amokC a 
su)set of customers usikC Azure Active lirectory D2B h6o may 6ave e?Eeriekceg iktermittekt faiZures h6ek tryikC to 
siCk-uE or siCk-ik to D2B aEEZicatioks7 Rasshorg resets )y ekg users may 6ave aZso e?Eeriekceg faiZures7 lue to ak 
ikcrease ik t6e ikcomikC re%uests t6e )acdekg service resEoksi)Ze for 6akgZikC t6e re%uests reac6eg ak oEeratiokaZ 
t6res6oZg h6ic6 resuZteg ik faiZures for siCk-uE or siCk-ik to D2B aEEZicatioks7

 

MitiCatiokT As a Eart of mitiCatiok strateCyx he geEZoyeg a cokfiCuratiok c6akCe to mitiCate t6e issue7 JoZZohikC t6e 
mitiCatiokx )aseg ok our teZemetry he cak koh cokcZuge t6at t6e service 6eaZt6 is )acd to kormaZ7

 

,e?t SteEsT 8e hiZZ furt6er coktikue to esta)Zis6 t6e fuZZ root cause of t6e issue to Erevekt aky future occurrekces7 Stay 
ikformeg a)out Azure service issues )y creatikC custom service 6eaZt6 aZertsT 6ttEsTHHada7msHas6-vigeos for vigeo tutoriaZs 
akg 6ttEsTHHada7msHas6-aZerts for 6oh-to gocumektatiok7

Mok May 03 2024 0)﴿T4-‐T4G (﴾M1O0)﴿00 pPasterk PuroEeak Summer 1ime(
ImEact StatemektT StartikC at 5)﴿T40 Y1B ok 0-‐ May 2024x you 6ave )eek igektifieg amokC a su)set of customers usikC 
Azure Active lirectory D2B h6o may e?Eeriekce iktermittekt faiZures h6ek tryikC to siCk-uE or siCk-ik to D2B aEEZicatioks7 
Rasshorg resets )y ekg users may aZso e?Eeriekce faiZures7 Qetries may )e successfuZ7
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Burrekt StatusT 8e 6ave igektifieg t6e root cause of t6is issue7 8e geEZoyeg a cokfiCuratiok c6akCe as ak ikitiaZ mitiCatiok 
steE akg sah EartiaZ recovery to service 6eaZt6 as EreviousZy commukicateg7 At 25T40 Y1B ok -‐ May 2024x he starteg 
roZZikC out aggitiokaZ mitiCatiok steEs to )rikC t6e service )acd to fuZZ 6eaZt67 8e coktikue to roZZ out t6ese aggitiokaZ 
mitiCatioks akg he are seeikC coktikuous recovery ik service 6eaZt67 16e ke?t uEgate hiZZ )e Erovigeg ik 30 mikutesx or 
as evekts harrakt7

Mok May 03 2024 02T)﴿:T-‐-‐ (﴾M1O0)﴿00 pPasterk PuroEeak Summer 1ime(
ImEact StatemektT StartikC at 5)﴿T40 Y1B ok 0-‐ May 2024x you 6ave )eek igektifieg amokC a su)set of customers usikC 
Azure Active lirectory D2B h6o may e?Eeriekce iktermittekt faiZures h6ek tryikC to siCk-uE or siCk-ik to D2B aEEZicatioks7 
Rasshorg resets )y ekg users may aZso e?Eeriekce faiZures7 Qetries may )e successfuZ7

Burrekt StatusT 8e 6ave igektifieg t6e root cause of t6is issue7 8e geEZoyeg a cokfiCuratiok c6akCe as ak ikitiaZ mitiCatiok 
steE akg sah EartiaZ recovery to service 6eaZt6 as EreviousZy commukicateg7 At 25T40 Y1B ok -‐ May 2024x he starteg 
roZZikC out aggitiokaZ mitiCatiok steEs to )rikC t6e service )acd to fuZZ 6eaZt67 8e coktikue to roZZ out t6ese aggitiokaZ 
mitiCatioks akg he are seeikC coktikuous recovery ik service 6eaZt67 16e ke?t uEgate hiZZ )e Erovigeg ik 30 mikutesx or 
as evekts harrakt7

Mok May 03 2024 05T)﴿:T-‐5 (﴾M1O0)﴿00 pPasterk PuroEeak Summer 1ime(
ImEact StatemektT StartikC at 5)﴿T40 Y1B ok 0-‐ May 2024x you 6ave )eek igektifieg amokC a su)set of customers usikC 
Azure Active lirectory D2B h6o may e?Eeriekce iktermittekt faiZures h6ek tryikC to siCk-uE or siCk-ik to D2B aEEZicatioks7 
Rasshorg resets )y ekg users may aZso e?Eeriekce faiZures7 Qetries may )e successfuZ7

 

Burrekt StatusT 8e 6ave igektifieg t6e root cause of t6is issue7 8e geEZoyeg a cokfiCuratiok c6akCe as ak ikitiaZ mitiCatiok 
steE akg sah EartiaZ recovery to service 6eaZt6 as EreviousZy commukicateg7 At 25T40 Y1B ok -‐ May 2024x he starteg 
roZZikC out aggitiokaZ mitiCatiok steEs to )rikC t6e service )acd to fuZZ 6eaZt6 akg he are seeikC coktikuous recovery7 16e 
ke?t uEgate hiZZ )e Erovigeg ik 30 mikutesx or as evekts harrakt7

Mok May 03 2024 00T54T)﴿5 (﴾M1O0)﴿00 pPasterk PuroEeak Summer 1ime(
ImEact StatemektT StartikC at 5)﴿T40 Y1B ok 0-‐ May 2024x you 6ave )eek igektifieg amokC a su)set of customers usikC 
Azure Active lirectory D2B h6o may e?Eeriekce iktermittekt faiZures h6ek tryikC to siCk-uE or siCk-ik to D2B aEEZicatioks7 
Rasshorg resets )y ekg users may aZso e?Eeriekce faiZures7 Qetries may )e successfuZ7

Burrekt StatusT 8e 6ave geEZoyeg a cokfiCuratiok c6akCe as a mitiCatiok steEx akg he are seeikC CraguaZ recovery ik 
service 6eaZt67 8e coktikue to ikvestiCate t6e root cause akg mokitor t6e EroCress of t6e mitiCatiok7 16e ke?t uEgate 
hiZZ )e Erovigeg ik 30 mikutesx or as evekts harrakt7

Suk May 0-‐ 2024 22T)﴿3T4-‐ (﴾M1O0)﴿00 pPasterk PuroEeak Summer 1ime(
ImEact StatemektT StartikC at 5)﴿T40 Y1B ok 0-‐ May 2024x you 6ave )eek igektifieg amokC a su)set of customers usikC 
Azure Active lirectory D2B ik PuroEe h6o may e?Eeriekce iktermittekt faiZures h6ek tryikC to siCk-uE or siCk-ik to D2B 
aEEZicatioks7 Rasshorg resets )y ekg users may aZso e?Eeriekce faiZures7 Qetries may )e successfuZ7

Burrekt StatusT 8e 6ave igektifieg t6e root cause of t6is issue7 8e are geEZoyikC a cokfiCuratiok c6akCe as a EotektiaZ 
mitiCatiok steE h6ic6 is ik EroCress7 16e ke?t uEgate hiZZ )e Erovigeg ik 30 mikutesx or as evekts harrakt7

Suk May 0-‐ 2024 25T40T20 (﴾M1O0)﴿00 pPasterk PuroEeak Summer 1ime(
ImEact StatemektT StartikC at 5)﴿T40 Y1B ok 0-‐ May 2024x you 6ave )eek igektifieg amokC a su)set of customers usikC 
Azure Active lirectory D2B ik PuroEe h6o may e?Eeriekce faiZures h6ek tryikC to siCk-uE or siCk-ik to D2B aEEZicatioks7 
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Rasshorg resets )y ekg users may aZso e?Eeriekce faiZures7 Qetries may )e successfuZ7 

Burrekt StatusT 8e 6ave igektifieg t6e root cause of t6is issue akg he 6ave a EotektiaZ mitiCatiok EZak ik-EroCress7 16e 
ke?t uEgate hiZZ )e Erovigeg ik 30 mikutesx or as evekts harrakt7 

Suk May 0-‐ 2024 25T00T-‐0 (﴾M1O0)﴿00 pPasterk PuroEeak Summer 1ime(
ImEact StatemektT StartikC at 5)﴿T40 Y1B ok 0-‐ May 2024x you 6ave )eek igektifieg amokC a su)set of customers usikC 
Azure Active lirectory D2B ik PuroEe h6o may e?Eeriekce faiZures h6ek tryikC to siCk-uE or siCk-ik to D2B aEEZicatioks7 
Rasshorg resets )y ekg users may aZso e?Eeriekce faiZures7 Qetries may )e successfuZ7 

Burrekt StatusT 8e are activeZy hordikC to Igektify t6e root cause akg getermike t6e mitiCatiok hord streams7 16e ke?t 
uEgate hiZZ )e Erovigeg ik 520 mikutesx or as evekts harrakt7

Suk May 0-‐ 2024 20T53T2: (﴾M1O0)﴿00 pPasterk PuroEeak Summer 1ime(
ImEact StatemektT StartikC at 5)﴿T40 Y1B ok 0-‐ May 2024x you 6ave )eek igektifieg amokC a su)set of customers usikC 
Azure Active lirectory D2B ik PuroEe h6o may e?Eeriekce faiZures h6ek tryikC to siCk-uE or siCk-ik to D2B aEEZicatioks7 
Rasshorg resets )y ekg users may aZso e?Eeriekce faiZures7 Qetries may )e successfuZ7 

Burrekt StatusT 8e are activeZy hordikC to Igektify t6e root cause akg getermike t6e mitiCatiok hord streams7 16e ke?t 
uEgate hiZZ )e Erovigeg ik 520 mikutesx or as evekts harrakt7 
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